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Section 1. General Information for the Proposer

A. Purpose of RFP

The Retirement Systems of Alabama is soliciting service provider proposals
for a multi-year contract to deliver Network Transport Services between the
RSA Dexter Avenue Data Center, located at 445 Dexter Avenue, Montgomery,
Alabama to RSA's Van Antwerp Building, located at 103 Dauphin Street,
Mohile, Alabama.

The selected proposer/vendor shall provide wide-area-network IP services
that support data, voice and video capabilities over carrier grade transport
systems. These services will provide connectivity between the RSA Data
Center and individual customer locations in RSA owned facilities.

B. Description of RSA Data Center

The RSA Dexter Avenue Data Center is located in the RSA Dexter Avenue
Building. The data center provides government agencies and commercial
customers with the ability to store their electronic data in a safe, secure,
environmentally controlled facility.

The RSA Data Center provides 24/7/365 management of the utilities,
network infrastructure and security. With around the clock access, the
tenants retain full control of their hosting environments. The RSA Data
Centeris a SOC 2 Type 2 certified facility.

The Data Center has 44,000 square feet of space in (6) independent data
centers with over 300 racks available including UPS and back-up generators.

C. Proposal Time-line

RFP issued November 14, 2013

Deadline for proposers to submit questions, November 22, 2013
R5A responds to proposers questions by December 3, 2013
Proposals due by 3:00PM, CST, Tuesday, December 10, 2013
RFP will be awarded within 30 days of completion of review

b G A A

RSA requires that (3) copies of the proposal be submitted in a sealed wrapper
with the following plainly marked on the exterior:

Retirement Systems of Alabama
Network Transport Services and
Internet Connectivity

RFP-DC 14-001



Opening: 3PM CST, Tuesday, December 10, 2013
Attention: Mr. Edward Davis

Proposals may be sent:

Via UPS or FedEx to: Via USPS to;

Mr. Edward Davis Mr. Edward Davis

Retirement Systems of Alabama Retirement Systems of Alabama
201 S. Union Street P. 0. Box 302150

Montgomery, AL 36104 Montgomery, AL 36130-2150

Proposals may be hand delivered to RSA Headquarters Building, 201 S Union
Street, Montgomery, Alabama 36104. Proposals will be accepted until 3:00PM
CST. Proposals will not be accepted after this time. RSA reserves the right to
reject any and all proposals and to waive technicalities as their interests are
served.

D. Delivery Schedules

Proposers shall specify the anticipated delivery date of proposed services.

E. Payment Schedules

It is anticipated that service providers will bill for services on a monthly
basis. Proposers shall specify any non-recurring charges such as installation
fees required. Payment will be made for non-recurring charges upon
completion of each statement of work.

Selection of Qualified Service Provider

RSA will select the best qualified service provider from the RFP respondents
that best fits the needs of RSA based on the following;

1~ Price

2- Service Level agreements
3- Staffing

4- Customization

5- Time and Delivery

Proposal Format and Economy of Preparation

Proposals should be prepared simply and economically and provide a concise
description of the proposer’s response to the requirements of the RFP. RSA
will not be responsible for any costs incurred by any proposer in the
preparation of a proposal or oral presentation to RSA.



H. News Releases

News releases pertaining to this RFP or the services to which it relates will
be made only with the written approval of the RSA.

[. Addendato RFP

Any modifications to this RFP prior to the propesal due date will be provided
in writing to all solicited proposers and placed on RSA’s website.

J.  Point of Contact

Mr. Michael Blevins (334} 517-7617
RSA Data Center

445 Dexter Avenue

Montgomery, Alabama 36104
Michael.Blevins@rsa-al.gov

Section II. Proposal Format
A. Description of Business Organization

Provide a description of your organization and the experience of
your company as a service provider.

Identify personnel authorized to execute the proposal and enter
into an agreement with RSA.

Describe your relevant experience in providing services proposed
in the RFP.

Include any information deemed pertinent, but not specifically
requested in the RFP.

Provide a copy of your Master Services Agreement and SLA’s.

LA G A 4

Y

B. Transport Services Required

RSA is requesting pricing for 10 Gpbs, 20 Gpbs, 40 Gpbs, service between
the specified locations. Proposers are requested to provide quotes for 3
year and 5 year agreements renewable annually for each level of service.
Additionally please provide pricing (NRC/Monthly) and timelines for
additional circuits after the initial build out.

Proposers should provide an IEEE 802.1ad or IEEE 802.1QinQ Layer2
stacked VLAN enabled optical handoff in each location terminating in the
Telco room at 445 Dexter Avenue, Montgomery and the Point of Presence
Room at 103 Dauphin Street, Mobile, Multimode OM3 is preferred.
Specify the interface and cost differences between Multimode and



Singlemode handoff. Please provide pricing in the format specified in
section C below.

C. Transport Pricing Per Section B.

Service Type 3 year Monthly | 5 year Monthly Non- Anticipated
Recurring Recurring Recurring Fees | Delivery Date *
10 Gpbs $ $ $
20 Gpbs $ $ $
40 Gpbs $ $ $

*Anticipated delivery date shall assume time to deliver from execution of Master
Services Agreement.

Section IT. Service/Technical Questions and Responses

1.

®© N o

10,

11.

12.
13.

Describe applicable Service Level Agreements that guarantee network
availability. Also define consideration and/or credits to be applied if
guarantee terms and availability targets are not achieved (furnish samples).
RSA currently has a 24 bit (/24) Classless Internet Domain Routing {CIDR)
block.

a. How will you advertise this address to the internet?

h. Does your up stream network provider advertise /24 addresses

i, If not, what is your proposed solution in the case of RSA having
multiple internet service providers?

Describe system and network support services to include: management and
maintenance services, operational hours, business repair facilities, and
response times.
Describe problem escalation procedures during business hours, after hours,
holidays.
Describe the account team, administrative and technical, that will be
assigned to RSA.,
Describe your support facilities and where spare parts will be stocked.
Describe your network monitoring systems and support.
Provide as an exhibit, a high-level network backbone diagram that describes
the high-availability and/or redundancy in your network.
Provide guaranteed network availability. How do you calculate network
availability?
Provide maximum network latency. Provide samples of reports that would
be available to RSA.
Provide maximum nefwork jitter. Provide samples of reports . that are
available.
Provide documentation on the proposed networks ability to support QOS,
Describe procedures in place for network outages and Mean Time to Repair
(MTTR).




Execution of Proposal

By submitting this proposal, the potential vendor certifies all of the following:

1. This proposal is signed by an authorized representative of the firm.

2. The cost and availability of all the equipment, materials, and supplies
associated with delivering the services described in the RFP are included in
the proposed pricing.

3. All costs have been determined and are included in the RFP.

4. The proposer has read and understands the conditions set forth in this RFP
and agrees to them with no exceptions.

Therefore in compliance with this Request for Proposal, and subject to all conditions
herein, the Undersigned offers and agrees, if this proposal is accepted within 90
days from the date of the opening, to furnish the subject services as stated in the
RFP.

COMPANY:

ADDRESS:

CITY, STATE, ZIP:

TELEPHONE:

FAX NUMBER:

E-MAIL ADDRESS:

FEDERAL IDENTIFICATION NUMBER:

Authorization:

BY: TITLE:
(Signature)

PRINTED NAME:

DATE:




State of Alabama
Disclosure Statement

{Required by Act 2001-955)

ERNTITY COMPLETING EORM

ADDHEES

CITY, STATE, ZIP TELEPHONE NOMBER
( )

STAIE A YIOEPARTME WILL REGE VI S, SERVICES. DR TS RESPUNSIGLE FOR GRANT AWARD

ADORES

CITY, STATE, 4P TELEFAORE NUMBEER
( )

This form is provided with:

Contract Proposal Request for Propesal Invitation to Bid Grant Proposal

Have you or any of your partners, divisiens, or any related business units previously performed work or provided goods to any State
Agency/Department in the current or last fiscal year?

Yes No
If yes, identify below the State Agency/Department that received the goods or services, the iype(s) of goods or services previously
provided, and the amount received for the provision of such goods or services,

STATE AGENCY/DEPARTMENT TYPE OF GOODS/SERVICES AMOUNT REGEIVED

Have you or any of your pariners, divisions, or any related business units previously applied and received any grants from any State
Agency/Depariment in the current or last fiscal year?

Yes No
if yes, identify the State Agency/Department that awarded the grant, the date such grant was awarded, and the amount of the grant.

TATE AGENCYDEPARTMENT DATE GRANT AWARDED AMOUNT OF GRANT

1. List below the name(s} and address{es) of ail public officials/public employses with whom you, members of your immediate family, or
any of your employees have a family relationship and who may directly personally benefit financially from the proposed transaction,
Identify the State Department/Agency for which the public officials/public employees work. {Atiach additional sheets if necessary.)

NAME OF PUBLIC OFFICIAL/EMPLOYEE ADDRESS STATE DEPARTMENTAGENCY

OVER
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. List below the name(s) and address(es) of all family members of public officials/public employees with whom you, members of your
immediate family, or any of your employees have a family relationship and who may directly personally benefit financially from the
proposed transaction. Identify the public officials/public employess and State Department/Agency for which the public officials/public
employees work. (Attach additional sheets if necessary.)

L HNAMEOF - - : s NAME GF PUBLIC OFFICIAL! -~ . . STATE DEPARTMENT{
FAMILY MEMBER ADDRESS PUBLIC EMPLOYEE AGENCY WHERE EMPLOYED

If you identified individuals in items one andfor two above, describe in detail below the direct financial benefil to be gained by the public
officials, public employees, and/or their family members as the result of the contract, preposal, request for proposal, invitation to bid, or
grant proposal. (Attach additional sheets if necessary.}

Describe in detail below any indirect financial henefits to be gained by any public official, public employee, andfor family members of the
public official or public employee as the result of the contract, proposal, request for proposal, invitation to bid, or grant proposal. (Attach
additional sheets if necessary.)

List below the name(s) and address(es) of all paid consultants and/or lobbyists utilized to obtain the contract, proposal, request for
proposal, invitation to bid, or grant proposat:

NAME OF PAID CONSULTANTAOBBYIST - .

By sfgning below, | certify under oath and penally of perjury that all statements on or attached fo this form are true and correct
to the best of my knowledge. | further understand that a civil penalty of ten percent (10%) of the amount of the transaction, not
to exceed $10,000.00, is applied for knowingly providing incorrect or misleading information.

Signature Date

Notary's Signature Date Date Notary Expires

Act 2001-955 requires the disclosure stafement fo be completed and filed with all proposals, bids, contracts, or grant proposals fo the
State of Alabama in excess of $5,000.



STATE OF ALABAMA
MONTGOMERY COUNTY

AGREEMENT

This  Agreement, which  results from  RFP entitled

, 18 made and entered into effective
_ _ between the Retirement System of Alabama (TRS),
the Employees’ Retirement System of Alabama (ERS) and Public Education Employees Health
Insurance Plan (PEEHIP), hereinafter collectively referred to as The Retirement Systems of
Alabama (“RSA”) and hereinafter referred to as "Contractor."

SERVICES

Contractor shall provide services to RSA in accordance with the guidelines,
terms and conditions set forth in RSA RFP and Contractor's Proposal dated
, which are attached hereto as Exhibit A and incorporated herein by

reference.

CONSIDERATION (changes with every contract)

As consideration for the services rendered pursuant to this Agreement, RSA agrees fo

compensate the Contractor an amount equal to the rates set forth in Contractor's

Proposal; provided, however, that RSA agrees to compensate Contractor in an amount
not to exceed ___. during the term of this Agreement. All services and fees under this
Agreement shall be pre-approved before the services are performed. Fees will be
invoiced monthly by the Contractor based on the services completed in the preceding
month. A detailed, itemized statement of expenses shall be submitted with the invoice for
payment. Payments shall be due and payable within thirty (30) days from RSA'’s receipt of
invoices from Contractor. All invoices must indicate the amount(s) due, as well as
document the work completed and/or expenses being reimbursed during the time
period covered by the invoice. In no event shall RSA be liable for a payment that is for
services not yet rendered.

TERM

This Agreement shall be for the period beginning and ending

OTHER
Contractor acknowledges and understands that this Agreement is not effective until it

has received all required state government approvals, and Contractor shall not begin
performing work under this Agreement until notified to do so by RSA.

24



Contractor is entitled to no compensation for work performed prior to the effective
date of this Agreement.

Contractor acknowledges that Cantractor is an independent contractor, and neither
Contractor nor Contractor's employees are to be considered employees of RSA or
entitled to benefits under the State of Alabama Merit System.

In the event of proration of the funds from which this Agreement is to be paid, the
Agreement will be subject to termination by RGA,

Contractor acknowledges that the terms and commitments contained herein shall not be
constituted as a debt of the State of Alabama in violation of Article 11, Section 213 of
the Constitution of Alabama, 1901, as amended by Amendment Number 26. it is further
agreed that if any provisions of this Agreement shall contravene any statute or
Constitutional provision or amendment, either now in effect or which may, during the
course of this Agreement, be enacted, then that conflicting provision in the Agreement
shall be deemed null and void. Contractor may not assign this Agreement or any
interest herein or any money due hereunder without the expressed written consent of
RSA. Contractor's sole remedy for the settlement of any and all disputes arising under
the terms of this Agreement shall be limited to the filing of a claim with the Board of
Adjustment of the Staie of Alabama.

Contractor agrees to indemnify and hold harmless RSA, its affiliates, administrators,
officers, employees and agents from and against any and all claims, damages, losses
and expenses, including but not limited to attorneys’ fees, arising out of or resulting from
Contractor’s performance of services under this Agreement.

Contractor acknowledges and agrees that, notwithstanding anything to the contrary
contained herein or in any other agreement between the parties hereto, RSA shall not
indemnify or hold harmless Contractor, its affiliates, administrators, officers, employees or
agents. Contractor further acknowledges and agrees that RSA shall not be liable to
Contractor for any late fees, penalties, collection fees or attorney fees unless
specifically agreed to in a writing sighed by RSA.

Contractor acknowledges that, in the course of performing its responsibilities under this
Agreement, Contractor may be exposed to or acquire information that is proprietary or
confidential to RSA or its members. Contractor agrees to hold such information in
confidence and not to copy, reproduce, sell, assign, license, market, transfer or
otherwise disclose such information to third parties or to use such information for any
purpose whatsoever, without the express written permission of RSA, other than for the
performance of obligations hereunder or as required by applicable state or federal law. For
purposes of this Agreement, all records, financial information, specifications and data
disclosed to Contractor during the term of this Agreement, whether submitted orally,
in writing, or by any other media, shall he deemed to be confidential in nature unless
otherwise specifically stated in writing by RSA.

25



By signing this Agreement, the contracting parties affirm, for the duration of the
Agreement, that they will not violate federal immigration law or knowingly employ, hire
for employment, or continue to employ an unauthorized alien within the state of
Alabama. Furthermore, a contracting party found to be in violation of this provision shall
be deemed in breach of the Agreement and shall be responsible for all damages
resulting therefrom.

APPLICABLE LAW

This Agreement shall be governed by and construed in accordance with the laws of the
State of Alabama, without giving any effect o the conflict of laws provision thereof.

TERMINATION

This Agreement may be terminated for any reason by either party upon ninety (90) days
written notice. RSA shall have the right to terminate this Agreement immediately by
providing written notice to Contractor in the event Contractor fails to execute any
provision of this Agreement promptly and to the satisfaction of RSA.

e,

Contractor Federal Tax ID Number

The Retirement Systems of Alabama
By: David G. Bronner
By: its: Secretary-Treasurer

Reviewed by:

Legal ESu nsel for RSA
Approved: (for persenal and
professional service contracts only)

Governor Robert Beﬁt!ey“ o
State of Alabama
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Staie of

County of

CERTIFICATE OF COMPLIANCE WITIE TIIE BEASON-HAMMON ALABAMA TAXPAYER AND CITIZEN PROTECTION ACT
{ACT 2011-535, as amended by ACT 2012-421)

DATL:

RE: Contract/Grant/Incentive (escribe by ntmber or subject): by nnd hetween

{Contractor/Grantee) and
State Agency, Department of Public Entity)

‘The undersigned herby certifies 1o the State of Alabania as lollows:

1. The undersigned holds the position of with the Contractor/Granlee named above, and is authorized to
provide representations set out in this Certificate as the official and binding act of that enlity, and has knowledge of the provisions of THE
BEASON-HAMMON ALABAMA TAXPAYER AND CITIZEN PROTECTION ACT (ACT 201§-533 of the Alabama Legislature, as
amended by Act 2012-491) which is described herein as “the Act”™

2. Using the follewing deflinitions from Seclion 3 of the Acl, select and initial either {a) or (b), below, to describe ihe Contracion/Grantee’s
business structure.

BUSINESS ENTITY: Any person or group of persons employing one or maore persons performing or engaging in any activity,
enterprise, profession, or occupation for gain, benefit, advantage, or livelihood, whether for profit or not for profit. “Business entity”
shall include, but not be limited o the following:
a. Scif-cmployed indivitduals, business entities filing articles of incorporation, parinerships, limited partrerships, limited liability
companies, loreign corporations, foreign tmited partnerships, foreign limited liability companies sathorized to transacl business
in this state, business trusis, and any business entity that registers with {he Secretary of State.
b. Any business enlity that possesses a business license, permil, certificate, approval, registration, charter, or similar form of
autharization issued by the state, any business entity that is exempt by law from obtaining such a business license and any
business entity that is operating unfawiully without a business license,
EMPLOYER: Any person, [irm, corporation, partnership, joint stock association, agent, manager, representative, forontan, or other
person having control or cuslody of any employment, place of employment, or of any employee, including any person or entity
employing any person for hire within the State of Alabama, inclwding a public employer. This term shall not include the occupant of a
househéld contracting with anothér persen to perform casval domestic Tabor witlin (he houschotd.

_ {aythe Contractor/granice is a business entity or employer as those terms are defined in Section 3 of the Act.
__ (b} The Contractor/Granlee is not a business enlity or employer as those tems are defined in Seetion 3 of the Act.
3. As of the dat¢ of this Certificate, Contractor/Grantee docs not knowingly employ an unauthorized alicn wilhin the State of Alabama and

herealler it will not knowingly employ, hire for employment, or continue to employ an unauthorized alien within the State of Alabama;
4. Contractor/Grantee is enrolled in E-verify unless it is not eligible to enroll because of the rules of that program or other factor beyond its

control.
Certified Lhis day of 20 _ .
Name ol Conlractor/Grantec/Recipient
By:
fts:

The above Centification was signed in my presence by the person whose name appears above, on

This day of 20

WITNESS

Printed Name of Witness



o W=9

{Rev. Decembar 2011)

Bepartment of the Treasury
nternal Revenue Senvice

Request for Taxpayer
ldentification Numhber and Certification

Give Form to the
requester. Do not
send 1o the IRS.

Name {as shown on your income tax return}

Business name/disregarded entity name, if different from above

Check appropriate box for faderal tax classification:

[ ingividualssole proprietor [0 ¢ corporation

Print or type

D Other {see instructions) =

71 s Corperation

[J Limited fiability company. Enter the tax classification {G=6 corporation, $=S corporation, P=partnership) »

L__l Partnership D Trust/estate

L__.‘ Exempt payee

Address (nurmbar, street, and apt. or suite no.)

Raguester's name and address {optional)

City, state, and ZIF code

See Specific Instructions on page 2.

List account number(s) here {optional}

Taxpayer ldentification Number {TIN)

Enter your TIN in the appropriate box. The TIN provided must maich the name given on the "Name” lina
to avoid backup withholding. For individuals, this is your social secutity number {SSN). However, fora

resident alien, sale proprietor, or disregarded entity, see the Part | instructions on page 3. For other - -
entities, it is your employer identification number (EIN). If you do not have a number, see How to get a

TiN on page 3.

Note. If the account is in mere than one name, see the chart on page 4 for guidelines on whose

number to enter.

| Social security number

Employer identification number

Certification

Under penalties of perjury, | certify that:

1. The number shown dn this form is my correct taxpayer identification number {or { am waiting for a number to be issued to me), and

2. Fam not subject to backup withholding because: (a} | am exempt from backup withholding, or (b) 1 have not been notified by the Internal Revenue
Service (IRS) that | am subject to backup withholding as a result of a failure to report all interest or dividends, or {c} the IRS has notified me that 1 am

no longer subject to backup withholding, and

3. lam a U.5. citizen or other U.3. person {defined below).

Certification instructions. You must cross out item 2 above if you have been notified by the IRS that you are currently subject to backup withholding
because you have failed to report all interest and dividends on your tax return. For real estate transactions, item 2 does net apply. For mertgage
interest pald, acquisition of abandonment of secursd property, cancellation of debt, contributions to an individual retirament arrangement (IRA), and
generally, payments other than interest and dividends, you are not required to sign the certification, but you must provide your correct TIN. See the

instructions on page 4.

Sign Signature of
Here U.5. person »

Date »

General Instructions

Section references are to the Iniernal Revenue Code unless otherwise
noted.

Purpose of Form

A person who is required to file an information retumn with the IRS must
obtain your correct taxpayer identification number {TIN) to report, for
example, income paid to you, real estate transactions, mortgage interast
you paid, acquisition or abandonment of secured property, cancellation
of debt, or contributions you made {o an IRA.

Use Form W-8 only i you are a L).5. person {inciuding a resident
alien}, to provide your correct TIN to the person requesting it {the
requester) and, when applicable, to:

1. Gertify that the TIN you are giving is correct {or you are waiting for a
number to be issued),

2. Certify that you are not subject to backup withholding, or

3. Claim exemption from backup withholding if you are a U.S. exempt
payee. If applicable, you are also certifying that as a U.S. person, your
allocable share of any partnership incomne from a U.S. trade or business
is not subjeet to the withholding tax on foreign partners’ share of
effectively connected income.

Note. If a requester gives you a form other than Form W-8 to request
your TIN, you must use the requester’s form if it is substantially similar
to this Form W-9,

Definition of a U.S. person. For federal tax purposes, you are
considered a U.S. parson if you are:

» An individual who is 2 U.S. citizen or U.S. resident alien,

+ A partnership, corporation, company, or association created or
organized in the United States or under the laws of the United States,

* An estate {other than a foreign estate), or
» A domestic trust (as defined in Regulations section 301.7701-7).

Special rules for partnerships. Partnerships that conduct a frade or
business in the United States are generaliy required to pay a withholding
tax on any foreign partners' share of income from such business.
Further, in certain cases where a Form W-9 has not been received, a
parinership is required to presume that a partner is a foreign person,
and pay the withholding tax. Therefore, if you are a U.S. person thatis a
partngr in a partnership conducting a trade or business in the United
States, provide Form W-8 to the partnership to establish your U.S.,
status and avoid withholding on your share of partnership incoma.

Cat. Mo. 10231X

Form W-9 (Rev. 122011



Form W-9 (Rev. 12-2011)

Page 2

The person who gives Form W-9 to the partnership for purposes of
establishing its 1).5. status and avoiding withholding on its aliocable
share of net income from the partnership conducting a trade or business
in the United States is in the following cases:

» The LS. owner of a disregarded entity and not the entity,

« The LS. grantor or other owner of a grantor trust and not the trust,
and

* The U.S. frust (other than a grantor trust) and not the beneficiaries of
the trust.

Foreign person. If you are a foreign person, do not use Form W-9.
Instead, use the appropriate Form W-8 (see Publicatioh 515,
Withholding of Tax on Nonresident Aliens and Foreign Entities).

Nonresident alien who becomes a resident alien. Generally, only a
nonresident alien individual may uss the terms of a tax treaty to reduce
or-eliminate 1.3 tax on certain types of income. However, most tax
treaties contain a provision known as a "saving clause.” Exceptions
specified in the saving clause may permit an exemption from tax to
continue for certain types of income even after the payee has otherwise
become a U.S. resident alien for tax purposes.

If you are a U.S. resident alien wha is relying on an exception
contained in the saving clause of a tax treaty to claim an exemption
from LS. tax on certain types of income, you must attach a statement
to Form W-9 that specifies the following five items:

1. The treaty country. Generally, this must be the same treaty under
which you claimed exemption from tax as a nonresident afien.

2. The treaty article addressing the Income.

3. Tha article number {or location) in the tax treaty that contains the
saving clause and its exceptions.

4. The type and amount of income that qualifies for the exemption
from tax.

5. Sufficient facts to justify the exemption from tax under the terms of
the treaty article.

Example. Article 20 of the U.S.-China income tax treaty allows an
axemption from tax for scholarship income received by a Chinese
student tempotarily present in the United States. Under LS. law, this
student will become a resident alien for tax purposes if his or her stay in
the United States exceeds 5 calendar years. However, paragraph 2 of
the first Protocol ta the 1J.5.-China treaty {dated April 30, 1884} allows
the provisions of Article 20 to continue to apply even after the Chinese
student becomes a resident alien of the United States, A Chinese
student who qualifies for this exception (under paragraph 2 of the first
protocol) and is relying on this exception to claim an exemption from tax
an his or her scholarship or fellowship income would attach o Form
W-3 a statement that includes the information described above to
suppoert that exemption.

If you are a nonresident alien or a foreign entity not subject to backup
withholding, give the requesier the appropriate completed Form W-8.

What is backup withholding? Persons making certain payments to you
must under certain conditions withhold and pay to the IRS a percentage
of such payments, This is called “backup withholding.” Payments that
may be subject to backup withholding include interest, tax-axempt
interest, dividends, broker and barter exchange transactions, rents,
royalties, nonemployee pay, and ceriain payments irom fishing boat
operators. Real estate transactions are not subject to backup
withholding.

You will not be subject to backup withholding on payments you
receive if you give the requester your correct TIN, make the proper
certifications, and repart all your taxable interest and dividends on your
tax return.

Payments you receive will be subject to backup
withholding if:
1. You do not furnish your TIN to the requester,

2. You do not certify your TIN when required (see the Part [l
instructions on page 3 for detalls),

3. The IRS tells the requester that you furnished an incorrect TiN,
4. The IRS tells you that you are subject to backup withholding

because you did not report all your interest and dividends on your tax
return {for reportable interest and dividends only), or

5. You de not certify to the requester that you are not subject 1o
backup withholding under 4 above (for reportable Interest and dividend
accounts opened after 1983 only).

Certain payees and paymants are exempt from backup withholding.
See the instructions below and the separate Instructions for the
Requester of Form W-8,

Alsc see Special nies for partnerships on page 1.

Updating Your Information

You must provide updated Information to any person to whom you
claimed to be an exempt payee if you are no longer an exempt payee
and aniiclpate receiving reporiable payments in the future from this
person. For example, you may need to provide updated information if
you ate a G corporation that elects to be an § corporation, or if you no
longer are tax exempt. In addition, you must furnish a new Form W-g if
the name or TIN changes for the account, for example, if the grantor of a
grantor trust dies.

Penalties

Failure to furnish TIN. If you fail to furnish your correct TN to a
requester, you are subject to a penalty of $50 for each such failure
uniess your failure is due to reasonable cause and not fo willful neglect.

Civil penalty for false information with respect to withholding. If you
make a false statement with no reasonable basis that results in no
backup withholding, you are subject to a $500 penalty,

Criminal penalty for falsifying information. Willfully falsifying
certifications or affirmations may subject you to criminal penalties
including fines and/or imprisonment.

Misuse of TiNs. If the requester discloses or uses TINs in violation of
federal law, the requester may be subject to civil and criminal penafties.

Specific Instructions
Name

If you are an individual, yeu must generally enter the name shown on
your income tax return. However, if you have changed your last name,
far instance, due to marriage without informing the Social Security
Administration of the name change, enter your first narme, the last name
shown on your social security card, and your new last name,

If the account is in joint names, list first, and then circle, the nama of
the person or entity whose number you entered in Part | of the form,

Sole proprietor. Enter your individual name as shown on your income
tax return on the “Narne” line. You may enter your business, trade, or
“doing business as {DBA)" name on the "Business name/disregarded
entity name” ling.

Partnership, C Corporation, or § Corperation. Enter the entity's name
on the “Namg” Iing and any business, trade, or “doing business as
{DBA) name™ on the "Business name/disregarded entity name” line.

Disregarded entity. Enter the owner's name on the “Name"” line. The
name of the entity entered on the "Namsg” line shouid never be a
disregarded entity. The name an the “Name” line must be the name
shown on the income tax retum on which the income will be reported.
For example, if a foreign LLC that is treated as a disregarded entity for
1.3, federal tax purposes has a domestic owner, the domestic owner's
name is required to be provided on the “Name” line. If the direct owner
of the entity is also a disregarded entity, enter the first owner that is not
disregarded for federal tax purposes. Enter the disregarded entity's
name on the “Business name/disregarded entity name” fine. If the owner
of the disregarded entity is a foreign persan, you must complete an
appropriate Form W-8,

MNote. Check the appropriate box for the federal tax classification of the
person whose name is entered on the "Name"” line {Individual/sole
proprietor, Partnership, © Corporation, § Corporation, Trust/estate).

Limited Liability Company (LLC}. If the person identified on the
“Name"” fine is an LLC, check the “Limited liability company” box onty
and enter the appropriate code for the tax classification in the space
provided. if you are an LLC that is treated as a parinership for federal
tax purposes, enter “P” for partnership. If you are an LLC that has filed a
Form 8832 or a Form 2553 to be taxed as a corporation, enter “G" for
C corporation or “S" for S corporation. If you are an LLC that is
disragarded as an entity separate from its owner under Reguiation
section 301.7701-3 (except for employment and excise tax), do not’
check the LLC box uniess the ewner of the LLC (required o be
identified on the “Name” ling) is another LLC that is not disregarded for
federal tax purposes, If the LLC Is disregarded as an entity separate
from its owner, enter the approprlate tax classification of the owner
identified on the “Mame" line.
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Other entities. Enter your business name as shown on required federal
tax documents on the “Name” line. This name shoutd match the name
shown on the charter or other legal decument creating the entity. You
may enter any business, trade, or DBA name on the “Business name/
disregarded entity name" line.

Exempt Payee

If you are exempt from backup withholding, enter your name as
described above and cheack the appropriate box for your status, then
check the “"Exempt payee” box in the line following the “Business name/
disregarded entity name,” sign and date the form.

Generally, individuals (including sole proprietors) are not exempt from
backup withholding. Corporations are exempt from backup withholding
for certain payrents, such as interast and dividends.

Note. If you are exempt from backup withholging, you should still
complete this form o avoid possible emongous backup withhelding,

The following payees are exempt from backup withholding:

1. An organization exempt fror tax under section 501(a}, any IRA, or a
custodial account under section 403(b)(7) if the account satisfies the
requirements of section 403{f{2),

2. The United States or any of its agencies or instrumentalities,

3. A state, the District of Colurnbia, a possession of the United States,
or any of their political subdivisions or instrurnentalities,

4, A foreign government or any of its political subdivisions, agencies,
or instrumentalities, or

5. An international organization or any of its agencies or
Instrumentalities.

Cther payees that may be exempt from backup withholding include:
6. A corporation,
7. A foreign central bank of issue,

8. A dealer in securities ar commodities required to register in the
Uinited Statez, the District of Columbia, or a possession of the United
States,

9. A futures commission merchant registered with the Commodity
Futures Trading Commission,

10. A real estate investment trust,

11. An entity registered at all times during the tax year under the
Investment Company Act of 1940,

12. A commion trust fund operated by a bank under section 584{a),
13. A financial institution,

14, A middleman known in the investment community as a nominee or
custodian, or

15, A trust exempt from tax under section 664 or described in section
4847. '

The following chart shows types of payments that may be exempt
from backup withholding. The chart applies to the exempt payees listed
abave, 1 through 15.

THEN the payment is exempt
for...

IF the paymentis for...

All exempt payees except
for 9

Exempt payees 1 through 5 and 7
through 13, Also, C corporations.

Interest and dividend payments

Broker transactions

Barter exchange transactions and | Exempt payees 1 through 5

patronage dividends

Payments over $600 required to be | Generally, exempt payees
reported and direct sales over 1 through 7°
$5,000°

' See Form 1099-MISC, Miscellaneous Income, and its instructions.

*Liowaver, the following payments made fo a corparation and reportable on Form
1089-MIBC are not axempt from backup withholding: madical and health cira
payments, attomeys' feas, gross procesds paid {0 an aftormey, and payments for
services pald by a federal executive agency.

Part I. Taxpayer Identification Number {TiN)

Enter your TiN in the appropriate box. if you are a resident alien and
you do not have and are not eligible to get an SSN, your TiN is your IRS
individual taxpayer ldentification number (ITIN). Enter it in the social
security number box. If you do not have an {TIN, see How io get a TIN
below.

if you are a sole proprietor and you have an EIN, you may enfer either
vour SSN or EIN. However, the IRS prefers that you use your SSN.

If you are a single-member LLC that is disregarded as an entity
separate from its owner (see Limited Liability Company {LLC) on page 2),

enter the ownetr's SSN {or EIN, if the owner has one). Do not enter the

disregarded entity's EIN. If the LLC is classified as a corporation or
partnership, enter the entity’s EIN.

Note. Sae the chart on page 4 for further clarification of name and TIN
combinations.

How to get a TIN. if you do not have a TIN, apply for one immediately.
To apply for an 88N, get Form §5-5, Application for a Social Security
Card, from your local Sacial Security Administration office or gst this
form online at www.ssa.gov. You may alsc get this form by calling
1-800-772-1213. Use Form W-7, Application for IRS Individual Taxpayer
ldentification Numbser, to apply for an ITIN, or Form 88-4, Application for
Employer Identification Number, to apply for an EIN. You can apply for
an EIN online by accessing the IRS website at www.irs.govibusinesses
and clicking on Employer tdentification Number {EIN) under Starting a
Business. You can get Forms W-7 and 58-4 from the IRS by visiting
IRS.gov or by calling 1-800-TAX-FORM (1-800-829-3676).

if you are asked to complete Form W-9 but do not have a TiN, write
“Applied For” in the space for the TIN, sign and date the form, and give
if to the requester. For intergst and dividend payments, and certain
payments made with respect to readily tradable instruments, generally
youl will have 60 days to get a TIN and give it to the requester before you
are subject to backup withholding on payments. The 60-day ruie does
not apply to other types of payments. You will be subject to backup
withholding on all such payments until you provide your TIN to the
requester.

Note. Entering “Applied For” means that you have ajready applied for a
TIM or that you intend to apply for one scon.

Caution: A disregarded domestic entity that has a foreign owner must
use the appropriate Form W-8.

Part ll. Certification

T establish to the withholding agent that you are a U.S. person, or
resident alien, sign Form W-8. You may be requested {o sign by the
withholding agent even if item 1, below, and items 4 and 5 on page 4
indicate otherwise.

For a joint account, only the person whose TIN is shown in Part |
should sign (when required). In the case of a disregarded entity, the
person identiffed on the “Name® line must sign. Exempt payees, see
Exempt Payee on page 3.

Signature requirements. Complete the certification as indicated in
iterns 1 through 3, below, and items 4 and 5 on page 4.

1. Interest, dividend, and barier exchange accounts opened
before 1984 and broker accounts considered active during 1983.
You must give your correct THN, but you do not have to sign the
certification.

2. Interest, dividend, broker, and barter exchange accounts
opened after 1983 and broker accounts considered inactive during
1883. You must sign the certification or backup withholding will apply. i
you are subject to backup withholding and you are merely providing
your correct TIN to the requester, you must cross out item 2 in the
certification befare signing the form.

3. Real estate transactions. You must sign the cerification. You may
cross out item 2 of the certification.
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4. Other payments. You must give your correct TIN, but you do not
have to sign the certification unless you have been natifisd that you
have previously given an incorrect TIN. “Other payments” include
payments made In the cowrse of the requester’'s trade or business for
rents, royalties, goods [other than bills far merchandise), medical and
health care services (including paymenis to corporations), payments to
a nonemployee for services, payments to certain fishing boat crew
members and fishermen, and gross proceeds paid to attorneys
{including payments to corporations),

5. Mortgage interast paid by you, acguisition or abandonment of
secured property, cancellation of debt, qualified tuition program
payments [under section 529), IRA, Coverdell ESA, Archer MSA or
HSA cantributions or distributions, and pension distributions. You

must give your carrect TIN, but you do not have to sign the certification.

What Namie and Number To Give the Requester

Far this type of account: Give name and S5N of:

1. Individual The individual
2. Two or more individuals (joint The actual owner of the account or,
accolint) [f combined funds, the flrst
Individual on the account '
3. Custodian account of a minor The minar *

{Uniform Gift to Miners Act)

4. a. Tha usual revocable savings
trust {grantor is glso frustes)
. Bo-called frust account that bs
not a legal or valid trust under
state faw

The grantor-trustee '

Tha actual owner '

&, Sole proprigtorship or disregarded Tha owner
entity owned by an Individual
6. Grantor trust filing under Optional The grantor*

Farm: 1092 Filing Method 1 {see
Regulation section 1.671-4LH2M{AD

For this type of account: Give name and EIN of:

7. Disregarded entity not owned by an | The awner
indiviclual

. A valid trust, estate, or pension trust | Lagal enlity *

Carporation or LLG efecting The corporation

carporate status on Form 8832 or

Form 2553

10. Azsociation, club, religious,
charitable, educational, or other
tax-exernpt organization

11. Partnershlp or mulli-member LLC

12. A broker or registered nominae

© ®

The organization

The partnership
The broker or nomines

13. Account with the Department of The public entity
Agriculture in the name of a public
entity {such 45 a state or local
goverrement, school district, or
prison) that receives agricultural
program paymeants

14. Grantor trust flling under tha Form
1041 Flling Method or the Cptiomal
Faorm 1099 Filing Methad 2 ({see
Regulation section 1.671-4(b}2Xi}B)

Tha trust

' List first and circle ihe name of the person whose nurtber you furnish. Il only one personona
joint account has an 53N, that person's number must be furnished.

% Circie the minar's name and furaish the minor's SN,

Naote. If no name is circled when more than one namae is listed, the
number will be considered to be that of the first name listed.

Secure Your Tax Records from Identity Theft

Identity theft ccours when somecone uses your perscnal information
such as your name, social security number {(SSN), or other identifying
information, without your permission, to commit fraud or other crimes.
An identity thief may use your SSN to get a job or may file a tax return
using your SSN to receive a refund.

To reduce your risk:
* Protect your 38N,
* Engure your employer is protecting your SSN, and
* Be careful when choosing a tax preparer,

If your tax records are affected by identity theft and you receive a
notice from the IRS, respond right away to the nama and phone number
printed on the IRS notice or letter.

If your tax recerds are not currently affected by identity theft but you
think you are at risk due to a lost or stolen purse or wallet, questionable
credit card activity or credit report, contact the IRS Identity Theft Hotline
at 1-800-908-4480 or submit Form 14039.

For more information, see Publication 4535, Identity Theft Prevention
and Victim Asslstance.

Victims of identity theft who are experiencing economic harm or a
system problem, or are seeking help in resolving tax problems that have
not been resolved through normal channgls, may be eligible for
Taxpayer Advocate Service (TAS) assistance. You can reach TAS by
calling the TAS toll-free case intake line at 1-877-777-4778 or TTY/TDD
1-800-829-4059.

Protact yourself from suspicicus emails or phishing schemes,
Phishing is the creation and use of email and websites designed to
mimic legitimate business emails and websites, The most common act
is sending an email to a user falsely claiming to be an established
fegitimate enterprise in an attempt to scam the user into surrendering
private information that will be used for identity theft.

The IRS does not initiate contacts with taxpayers via emails. Also, the
IRS does not request personal detalled information through email or ask
taxpayers for the PIN numbers, passwords, or similar secret access
information for their credit card, bank, or other financiat accounts.

If you receive an unsoclicited emaif claiming to be from the IRS,
forward this message to phishing@irs.gov. You may also report misuse
of the IRS name, loge, or other IRS properly to the Treasury Inspector
General for Tax Administration at 1-800-366-4484. You can forward
suspicious emails o the Federal Trade Commission at: spam@uce.gov
or contact them at www. fic.gov/idtheft or 1-877-IDTHEFT
(1-877-438-4338).

Visit IRS.gov to iearn mora about identity theft and how to reduce
your risk,

3 I . -
Yaou must show your individual name and you may alse enter your business or “DEA™ name on
the “Buainess namefdisregarded entity™ name line, You may use elther your SSN or EIN 6if you
have onal, but the IRS encourages you 1o use your S5N.

! Ust firsl and circle the name of the frust, estate, or pension rust. (Do not furish the TIN of the
personal representative or trustee untess the legal entity itself s not designated In the aceount
title.} Algo see Special ades for partnerships on page 1.

“*Mote. Grantor also must provide a Farm W-8 ta trustee of trust.

Privacy Act Notice

Section 6108 of the Intarnal Revenus Code requires you to provide your correct TIN to persons (including federal agencies) who are required to file Information returns with
the IRS to raporl Interast, dividends, or certain other incaine paid to you; mortgage interest you paid; the acquisition or abandonment of secured proparty; the cancellation
of debh: or contributlons you made to an IRA, Archer MSA, or HSA. The person collecting this Torm uses the Information on the form to file information retums with the IRS,
reporting the above information. Routine uses of this information Include giving it to the Department of Justice for civit and crimina! litigation and to cities, states, the District
of Columbia, and U.5. possessions for use in administering their laws. The information also may be disclosad to other countres under a treaty, to federal and state agenciss
to shforce civil and criminat laws, or to federal law enforcement and Intelligence agencies to combat terrorism. You must praovide your TIN whathar or not you are required to
file a tax return. Uncler section 34086, payers must generally withhald a percentage of taxable interest, dividend, and certain other payments to a payes who does not give a
TiM to the payer. Certain penalties may also apply for providing false or fraudutent information,



BUSINESS ASSOCIATE AGREEMENT

This Agreement is made and entered into this _ day of 2013, by and
between (“Business Associate”) and the Public Education Employees’ Health
Insurance Board (“Plan Sponsor”), acting on behalf of the Public Education Employees’ Health Insurance
Plan {“Covered Entity™),

WHEREAS, Business Associate and Covered Entity desire and are committed to complying with
all relevant federal and state laws with respect to the confidentiality and security of Protected Health
Information (PHI), including, but not limited to, the federal Health Insurance Portability and
Accountability Act of 1996, and accompanying regulations, as amended from time to time (HIPAA) and
the Health Information Technology for Economic and Clinical Heaith Act (HITECH), and any regulations
promulgated thereunder.

NOW, THEREFORE, for valuable consideration the receipt of which is hereby acknowledged
and intending to establish a business associate relationship under 45 CFR §164, the parties hereby agree
as follows:

I. Definitions

A. “Business Assocjate” shall have the same meaning as the term “business associate” at 45 CFR
160.103, and in reference to the party to this agreement, shall mean [Insert Name of Business
Associate).

B. “Breach” shall be defined as set out in 45 CFR §164.402.

C. “CFR” means the Code of Federal Regulations. A reference to a CFR section means that section
as amended from time to time; provided that if future amendments change the designation of a
section referred to herein, or transfer a substantive regulatory provision referred to herein to a
different section, the section references herein shall be deemed to be amended accordingly.

D. “Compliance Date(s)” shall mean the date(s) established by the Secretary or the United States
Congress as the effective date(s) of applicability and enforceability of the Privacy Rule, Security
Rule and HITECH Standards.

E. “Designated Record Set” shall have the same meaning as the term “designated record set” in 45
CFR §164.501 and shall include a group of records that is: (i) the enrollment, payment, claims
adjudication and case or medical management record systems maintained by or for Covered
Entity by Business Associate or (2) used, in whole or in part, by or for Covered Entity to make
decisions about Individuals.

F. “Electronic Protected Health Information” (EPHI) shall have the same meaning as the term
“electronic protected health information” in 45 CFR §160.103, limited to the information
received from or created on behalf of Covered Entity by Business Associate.

G. "HITECH Standards™ shall mean the privacy, security and security breach notification provisions
applicable to a Business Associate under Subtitle D of the Health Information Technology for
Economic and Clinical fealth Act, which is Title XIII of the American Recovery and
Reinvestment Act of 2009, as such iaw may be amended from time to time, and any regulations
promulgated thereunder.

Page | 1 September 13, 2013



IL

N.

“Individual” shall have the same meaning as the term “individual” in 45 CFR §160.103, and shall
include a person who qualifies as a personal representative in accordance with 45 CFR
§164.502(g).

“Privacy Rule”™ shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR parts 160 and 164, subparts A and E.

“Protected Health Information™ (PHI) shall have the same meaning as the term “protected health
information” in 45 CFR §160.103, limited to the information recetved from or created on behalf
of Covered Entity by Business Associate.

“Required by Law” shall have the same meaning as the term “required by law” in 45 CFR
§164.501.

“Security Incident” shall have the same meanings as the term “security incident” in 45 CFR
§164.304.

. “Security Rule™ shall mean the Standards for the Protection of Electronic Protected Health

Information at 45 CFR parts 160 and 164, subparts A and C.

“Unsecured PHI” shall have the same meaning as “unsécured protected health information” in 43
CFR §164.402.

Terms used, but not otherwise defined, shall have the same meaning as those terms in the Privacy
Rule, Security Rule and HITECH Standards.

Obligations of Business Associate

A.

Business Associate agrees not to use or disclose PHI other than as permitted or required by this
Agreement or as Required by Law. Business Associate will take reasonable efforts to limit
requests for, use and disclosure of PHI to the minimum necessary to accomplish the intended
request, use or disclosure and comply with 45 CFR 164.502(b) and 514(d).

Business Associate agrees to use appropriate safeguards to prevent use or disclosure of the PHI
other than as provided for by this Agreement. Business Associate shall implement
administrative, physical, and technical safeguards (including written policies and procedures) that
reasonably and appropriately protect the confidentiality, integrity, and availability of EPHI that it
creates, receives, maintains, or fransmits on behalf of the Covered Entity as required by the
Security Rule.

Business Associate agrees to report to Covered Entity any use or disclosure of PHI other than as
provided for by this Agreement promptly after Business Associale has actual knowledge of such
vse or disclosure, and to report promptly to the Covered Entity all Security Incidents of which it
becomes aware. Following the discovery of a Breach of Unsecured PHI, Business Associate shall
notify Covered Entity of such Breach without unreasonable delay, and in no event later than 30
calendar days after such discovery. The notification will include the identification of each
individual whose Unsecured PHI has been, or is reasonably believed to have been, accessed,
acquired or disclosed during the Breach. A Breach shall be treated as discovered as of the first
day on which such Breach is known or reasonably should have been known to Business
Associate.
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D. Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known
fo Business Associate of a use or disclosure of PHI by Business Associate in violation of this
Agreement or applicable regulations. Business Associate has a duty to assist the Covered Entity
in any mitigation, notice, reporting, or other remedial actions required, ali of which would be at
the Covered Entity’s request and in the Covered Entity’s sole discretion,

E. Business Associate agrees to include in its agreement with any agent or subcontractor to whom it
provides PHI on behalf of the Covered Entity conditions with respect to such information that are
at least as resirictive as those that apply through this Agreement to Business Associate. Business
Associate agrees to ensure that any agents, including sub-agents, to whom it provides EPHI
received from, or created or received by Business Associate on behalf of the Covered Entity,
agree in writing to implement the same reasonable and appropriate safeguards that apply to
Business Associate to protect the Covered Entity’s EPHI.

F. If Business Associate maintains PHI in a Designated Record Set, Business Associate agrees fo
make available to Covered Entity, within a reasonable time, such information as Covered Entity
may require to fulfill Covered Entity's obligations to respond to a request for access to PHI as
provided under 45 CFR §164.524 or to respond to a request to amend PHI as required under 45
CFR §164.526. Business Associate shall refer to Covered Entity all such reguests that Business
Associate may receive from Individuals. If Covered Entity requests Business Associate to amend
PHI in Business Associate’s possession in order to comply with 45 CFR §164.526, Business
Associate shall effectuate such amendments no later than the date they are required to be made by
45 CFR §164.526; provided that if Business Associate receives such a request from Covered
Entity less than ten (10) business days prior to such date, Business Associate will effectuate such
amendments as soon as is reasonably practicable,

G. If applicable, Business Associate agrees to provide to Covered Entity within a reasonable time
such information necessary to permit Covered Entity to respond to a request by an Individual for
an accounting of disclosures as provided under 45 CFR §164.528. Business Associate shall refer
to Covered Entity all such requests which Business Associate may receive from Individuals.

H. Upon reasonable notice, Business Associate agrees to make its internal practices, books, and
records relating to the use and disclosure of PHI available to the U.S. Secretary of Health and
Human Services, or an officer or employee of that Department to whom relevant authority has
been delegated, at Covered Entity’s expense in a reasonable time and manner, for purposes of the
Secretary determining Covered Entity’s compliance with the Privacy Rule.

. Notwithstanding any other provision in this Agreement, Business Associate hereby acknowledges
and agrees that to the extent it is functioning as a Business Associate of Covered Entity, Business
Associate will comply with the HITECH Business Associate provisions and with the obligations
of a Business Associate as prescribed by HIPAA and the HITECH Act commencing on the
Compliance Date of each such provision. Business Associate and the Covered Entity further
agree that the provisions of HIPAA and the HITECH Act that apply to Business Associates and
that are required to be incorporated by reféerence in a Business Associate Agreement are
incorporated into this Agreement between Business Associate and Covered Entity as if set forth
in this Agreement in their entirety and are effective as of the Compliance Date.
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11L. Permitted Uses and Disclosures by Business Associate

Except as otherwise limited in this Agreement, Business Associate may:

A,

H.

Use or disclose Protected Health Information on behalf of the Covered Entity, if such use or
disclosure of Protected Health Information would not violate the Privacy Rule, including the
minimum necessary standard, if done by the Covered Entity.

Use or disclose PHI to perform the services outlined in the <applicable services agreement>.

Use Protected Health Information for the proper management and administration of Business
Associate or to fulfill any present or future legal responsibilities of Business Associate.

Disclose Protected Health Information for the proper management and administration of Business
Associate or to fulfill any present or future legal responsibilities of Business Associate, provided
that such disclosure is either Required by Law or Business Associate obtains reasonable
assurances from any person to whom Protected Health Information is disclesed that such person
will: (i) keep such informatien confidential, (ii) use or further disclose such information only for
the purpose for which it was disclosed to such person or as Required by Law, and (iii} notify
Business Associate of any instances of which it is aware in which the confidentiality of the
information has been breached.

Use Protected Health Information to provide data aggregation services relating to the health care
operations of the Covered Entity, as provided in 45 CFR §164.501.

To create de-identified data, provided that the Business Associate de-identifies the information in
accordance with the Privacy Rule. De-identified information does not constitute PHI and is not
subject to the terms and conditions of this Agreement.

Business Associate may use PHI to report violations of law to appropriate Federal and State
authorities, consistent with 45 CFR 164.502(})(1}.

Business Associate agrees to ensure that access to EPHI related to the Covered entity is limited to
those workforce members who require such access because of their role or function. Business
Associate agrees to implement safeguards to prevent its workforce members who are not
authorized to have access to such EPHI from obtaining access and to otherwise ensure
compliance by its workforce with the Security Rule

IV. Obligations of Covered Entity

A

Covered Entity shall notify Business Associate of any facts or circumstances that affect Business
Associate’s use or disclosure of PHI. Such facts and circumstances include, but are not limited
to: (i) any limitation or change in Covered Entity’s notice of privacy practices, (ii) any changes
in, or withdrawal of, an authorization provided to Covered Entity by an Individual pursuant to 45
CFR §164.508; and (iii) any restriction to the use or disclosure of PHI that Covered Entity has
agreed to in accordance with 45 CFR §164.522.

Covered Entity warrants that it will not request Business Associate to use or disclose PHI in any
manner that would not be permissible under the Privacy Rule or is not otherwise authorized or
permifted under this Agreement.
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C.

Covered Entity acknowledges and agrees that the Privacy Rules allow the Covered Entity to
permit Business Associate to disclose or provide access iop PHI, other than Summary Health
information, to the Plan Sponsor only after the Plan Sponsor has amended its plan documents to
provide for the permifted and required uses and disclosures of PHI and to require the Plan
Sponsor to provide a certification to the Plan that certain required provisions have been
incorporated into the Plan documents before the Plan may disclose, either directly or through a
Business Associate, any PHI to the Plan Sponsor. Covered Entity hereby warrants and represents
that Plan documents have been so amended and that the Plan has received such certification from
the Plan Sponsor:

Covered Entity agrees that it will have entered into Business Associate Agreements with any third
parties to whomm Covered Entity directs and authorizes Business Assaciate to disclose PHI,

V. Effective Date; Termination

A,

The effective date of this Agreement shall be the date this Agreement is signed by both parties {or
the Compliance Date, if later).

This Agreement shali terminate on the date Business Associates ceases to be obligated to perform
the functions, activities, and services described in Article 111

Upon Covered Entity’s knowledge of a material breach or violation of this Agreement by
Business Associate, Covered Entity shall notify Business Associate of such breach or violation
and Business Associate shall have thirty (30) days to cure the breach or end the violation. In the
event Business Associate does not cure the breach or end the violation, Covered Entity shall have
the right to immediately terminate this Agreement and any underlving services agreement if
feasible.

INTENTIONALLY OMITTED,

Upon termination of this Agreement, Business Associate will return to Covered Entity, or if
return is not feasible, destroy, any and all PHI that it created or received on behalf of Covered
Entity and retain no copies thereof. If the return or destruction of the PHI is determined by
Business Associate not to be feasible, Business Associate shali imit further uses and disclosures
to those purposes that make the return or destruction of the information infeasible. If return or
destruction of the PHI is feasible but Business Associate is required by law to retain such
information or copies thereof, Business Associate will maintain the PHI for the period of time
required under applicable taw after which time Business Associate shail return or destroy the
PHI.

Business Associate’s obligations under Sections II and HI of this Agreement shall survive the
termination of this Agreement with respect to any PHI so long as it remains in the possession of
Business Associate.

V1. Other Provisions

A.

The parties acknowtedge that the foregoing provisions are designed to comply with the mandates
of the Privacy and Security Rules and the HITECH Standards and agree to make any necessary
changes to this agreement that may be required by any amendment to the final regulations
promulgated by the Secretary If the parties are unable to reach agreement regarding an
amendment within thirty (30 days) of the date that Business Associate receives any written
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objection from Covered Entity, either party may terminate this Agreement upon ninety (90} days
written notice to the other party. Any other amendment to the Agreement unrelated to
compliance with applicable law and regulations shall be effective only upon execution of a
written agreement between the parties,

B. Except as it relates to the use, security and disclosure of PHI and electronic transactions, this
Agreement is not intended to change the terms and conditions of, or the rights and obligations of
the parties under any other services agreement between them.

C. Business Associate agrees fo defend, indemnify and hold harmless Covered Entity, its affiliates
and each of their respective directors, officers, employees, agents or assigns [rom and against any
and all actions, causes of action, claims, suits and demands whatsoever, and from all daimages,
liabilities, costs, charges, debts, fines, government investigations, proceedings, and expenses
whaltsoever {including reasonable attorneys’ fees and expenses related to any litigation or other
defense of any claims), which may be asserted or for which they may now or hereafier become
subject arising in connection with {I) any misrepresentation, breach of warranty or non-fulfitliment
of any undertaking on the part of Business Associate under this Agreement; and (ii) any claims,
demands, awards, judgments, actions, and proceedings made by any person or organization
arising out of or in any way connected with Business Associate’s performance under this
Agreement.

D. Nothing express or implied in this Agreement is intended to confer, nor shall anything herein
confer, upon any person other than Covered Entity, Business Associate, and their respective
SuCCessors or assigns, any rights, remedies, obligations, or liabilities whatsoever.

E. Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits the
Cavered Entity to comply withi the Privacy and Security Rules and the HITECH Standards.

F. If any provision of this Agreement is held illegal, invalid, prohibited or unenforceabie by a court
of competent jurisdiction, that provision shalt be limited or eliminated in that jurisdiction to the
minimum extent necessary so that this Agreement shall otherwise remain in full force and effect
and enforceable

G. This Agreement replaces and supersedes in its (their) entirety any prior Business Associate
Agreement(s) between the parties.

[SIGNATURE PAGE TO FOLLOW]
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IN WITNESS WHEREOQF, this Agreement has been signed and delivered as of the date first set
forth above.

Public Education Employees® Health Insurance <insert name of Business Associate>
Board
the Plan Sponsor, acting on behalf of Covered Entity

Signaiure Signature
Printed Name Printed Name
Title Title
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